
Safeguards for 
work-at-home security

Audit the proposed workspace and repeat regularly
Prior to allowing remote operations, check photos or video of the proposed 
office workspace for distractions, reflections, or other security issues.

Schedule regular 360-degree webcam sweeps of the area to ensure ongoing 
compliance.

Establish a secure endpoint and encrypt all data
Lock down the endpoint for a next-generation security solution.

Protect digital data confidentiality with encryption, and consider moving data 
from traditional servers to cloud storage.

Disable Wi-Fi and require the use of VPNs
Disable Wi-Fi on equipment and enforce the use of a hardwired internet 
connection.

Use a properly configured virtual private network (VPN) to protect all 
transmissions to and from devices containing sensitive info.

Install anti-malware software on all equipment 
Install the proper anti-malware to decrease the chances of a hacker’s access, 
but be aware that cyber breaches can still occur.

Schedule automatic updates so that PCs and other devices maintain a 
consistent level of protection.

Continually educate employees about how to help 
mitigate risks

Advise employees to never click on suspicious links, which are often phishing 
scams.

Disable email and web when possible on work devices to lessen or eliminate 
opportunities to open harmful URLs.

Create strong password policies and implement 
multi-factor authentication

Passwords should be alphanumeric and changed regularly.

Enable automatic locking after a designated period of inactivity.

Implement the use of multi-factor or two-factor authentication.

“It’s all about people, 
processes, and 

technology. Employees 
are the first line of 

defense.”

Source: PCI Security 
Standards Council

Cloud-based 
workloads on average 

experience a savings of 
about 40% over 

on-premises solutions.

Source: HGS Digital

Having two-factor 
authentication enabled 
drastically reduces the 
chances of fraud, data 
loss, or identity theft.

Source: Doist

Phishing was the top 
cause of data breaches 

between 2017 and 
2019.

Source: Information 
Commissioner’s Office, 

UK

Interested in learning more about work-at-home solutions? Visit https://www.teamhgs.com/work-at-home 
or contact our HGS Work@Home Go To Market Lead at marco.colaiacovo@teamhgs.com.

https://blog.pcisecuritystandards.org/how-the-pci-dss-can-help-remote-workers
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https://doist.com/blog/security-checklist-remote-workers/
https://www.commsbusiness.co.uk/news/ico-reveals-phishing-as-top-threat-between-2017-2019/

